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Chapter 1 

Introduction

Weather forecasting, battlefield assessment, target classification and tracking, 

transportation management––these are but a few of the many civilian and defense 

applications enhanced through the use of sensor and data fusion. The design of 

effective sensor and data fusion architectures involves optimization of size, cost, 

and performance of the sensors and associated data processing, which in turn 

requires a broad spectrum of knowledge. Accordingly, sensor and data fusion 

practitioners generally have an appreciation of (1) target and background 

signature-generation phenomena, (2) sensor design, (3) signal processing 

algorithms, (4) pertinent characteristics of the environment in which the sensors 

operate, (5) available communications, and (6) end use of the fusion products.  

This book discusses the above topics, with major emphasis on signature-

generation phenomena to which electromagnetic sensors respond, atmospheric 

effects, sensor fusion architectures, and data fusion algorithms for target 

detection, classification, identification, and tracking. The types of signatures and 

data collected by a sensor are affected by the following:  

The type of energy (e.g., electromagnetic, acoustic, ultrasonic, 

seismic) received by the sensor;  

active or passive sensor operation as influenced by center frequency, 

polarization, spectral band, and incidence angle; 

spatial resolution of the sensor versus target size; 

target and sensor motion; 

weather, clutter, and countermeasure effects. 

Although this book focuses on phenomena that affect electromagnetic sensors, 

other sensors such as acoustic, ultrasonic, and seismic can also be a part of a 

sensor fusion architecture. This group of sensors has proven valuable in civilian 

applications, which include detection of vehicles on roadways, aircraft on 

runways, and geological exploration. Military applications of these sensors 

include the detection and classification of objects above and below ground. The 

information that nonelectromagnetic sensors provide can certainly be part of a 

data and sensor fusion architecture.
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2.2 Selection of sensors 

Data acquired from multiple sensor systems are more likely to be independent 

when the operating frequencies of the sensors are selected from as wide an 

expanse across the electromagnetic spectrum as possible and, furthermore, when 

the sensors are used in both active (transmit and receive) and passive (receive 

only) modes of operation as indicated in Figure 2.1. Examples of active sensors 

are microwave, MMW, and laser radars. Examples of passive sensors include 

microwave, MMW, and IR radiometers, FLIR (forward looking infrared) 

sensors, IRST (infrared search and track) sensors, video image processors 

operating in the visible spectrum, and magnetometers. In selecting the operating 

frequencies or wavelengths, tradeoffs are frequently made among component 

size; resolution; available output power; effects of weather, atmosphere, clutter, 

and countermeasures; and cost. For example, a microwave radar operating at a 

relatively low frequency is comparatively unaffected by the atmosphere 

(especially for shorter-range applications), but can be relatively large in size and 

not provide sufficient spatial resolution. A higher-frequency radar, while smaller 

in size and of better resolution for the same size aperture, may be higher in cost 

and more susceptible to atmospheric and weather effects.  

Sensors designed for weather forecasting operate at frequencies where energy is 

either known to be absorbed by specific molecules (such as oxygen to provide 
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atmospheric temperature profiles or water to provide water vapor profiles) or at 

frequencies at which the atmosphere is transparent in order to provide 

measurements at the Earth’s surface or at lower altitudes. Other applications, 

such as secure communications systems, may operate at a strong atmospheric 

absorption frequency, such as the 60-GHz oxygen complex, to prevent 

transmission over long distances and to make interception of the information 

difficult.

Radar sensors operate within frequency bands that are identified by the letter 

designations shown in Table 2.2. Frequencies in K-band and below are usually 

referred to as microwave and those at Ka-band and above as millimeter wave.  

Table 2.2 Radar spectrum letter designations. 

Letter Frequency 

(GHz) 

Free Space 

Wavelength (mm) 

L 1 to 2 300 to 150 

S 2 to 4 150 to 75.0 

C 4 to 8 75.0 to 37.5 

X 8 to 12 37.5 to 25.0 

Ku 12 to 18 25.0 to 16.6 

K 18 to 26.5 16.6 to 11.3 

Ka 26.5 to 40 11.3 to 7.5 

Q 33 to 50 9.1 to 6.0 

U 40 to 60 7.5 to 5.0 

V 50 to 75 6.0 to 4.0 

E 60 to 90 5.0 to 3.3 

W 75 to 110 4.0 to 2.7 

F 90 to 140 3.3 to 2.1 

D 110 to 170 2.7 to 1.8 

G 140 to 220 2.1 to 1.4 

IR sensors operate over spectral regions in the near-, mid-, and long-wavelength 

IR spectral bands that correspond roughly to 0.77 to 1.5 m, 1.5 to 6 m, and 6 to 

40 m, respectively. These bands are usually restricted even further with spectral 

filters to maximize the response to particular object or molecular signatures and 

eliminate false returns from the surrounding atmosphere and background.  
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Data alignment 

Data alignment is performed through spatial and temporal reference adjustments 

and coordinate system selection and transformations that establish a common 

space-time reference for fusion processing. Errors introduced by measurement 

accuracies, coordinate transformations, and unknown target motion are accounted 

for through the data alignment process.  

Data and object correlation  

Data and object correlation consist of processes that establish the prediction gate, 

define the association metric, perform data association, and perform track-to-

track association.  

Prediction gates 

Prediction gates control the association of data sets into one of two categories, 

namely candidates for track update or initial observations for forming a new 

tentative track. Data that were originally categorized for track update may later 

be used to initiate new tracks if they are not ultimately assigned to an existing 

track. The size of the gates reflects the calculated or otherwise anticipated target 

position and velocity errors associated with their calculation, sensor measurement 

errors, and desired probability of correct association.  

Association metrics 

Association metrics quantify the similarity of the target reports or measurement 

data. They are also used in track-to-track association to assist in correlating 

tracks produced by different sensors. Metrics are evaluated using the kinematic 

parameters (e.g., range, range rate, angle, and position) and target attributes (e.g., 

temperature, size, shape, and edge structure) that are observed and measured. The 

metric can be based on spatial distance (e.g., Euclidean distance) or statistical 

measures of correlation between observations and predictions (e.g., Mahalanobis 

distance), heuristic functions such as figures-of-merit that use the kinematic and 

target attribute information, and measures that quantify the realism of an 

observation or track based on prior assumptions such as track lengths, target 

densities, or track behavior. Metrics based on spatial distance and statistical 

measures of correlation are shown in Table 3.5.14

Data association 

In a multiple target and sensor scenario, data association refers to the statistical 

decision process that correlates reports (i.e., set of measurement data) from 

overlapping gates, multiple returns (hits) in a gate, clutter in a gate, and new 

targets that appear in a gate on successive scans. Thus, data association partitions  
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Table 3.5  Distance measures. 

Metric Mathematical Expression  

for One Matrix Element
*

Interpretation 

Euclidean [(y-z)2]1/2 Geometric distance between 

vectors Y and Z (square root 

of vector dot product) 

Weighted 

Euclidean 

[(y-z) w (y-z)T]1/2 Euclidean distance weighted  

by W

Minkowski [(y-z)p]1/p Generalized Euclidean distance 

of order p, where 1 p

City block |(y-z)| First order Minkowski distance 

(also called Manhattan 

distance)

Mahalanobis (y-z) T
R

-1 (y-z) Weighted Euclidean distance 

with weight equal to inverse 

covariance matrix R

Bhattacharyya 1/8 (y-z) T{[Ry+Rz]/2}-1 (y-z)

+ ½ ln{[Ry+Rz]/2}/{|Ry|
1/2 |Rz|

1/2}

Generalization of Mahalanobis 

distance allowing unequal 

covariance matrices Ry and 

Rz

Chernoff ½ s(1-s)(y-z) T[sRy+(1-s)Rz]
-1(y-z)

+ ½ ln[|sRy+(1-s)Rz|]/[|Ry|
s |Rz|

1-s]

Generalization of Mahalanobis 

distance, where 0<s<1 

allows for variation in 

weighting influence of 

unequal covariance matrices 

Ry and Rz; same as 

Bhattacharyya when s=½ 

the measurements into sets that could have originated from the same targets.32 

Association techniques that merge data and tracks from several sources into a 

single track usually employ either single-level tracking systems or two-level 

tracking systems.33 In a single-level tracking system, the data detected by the 

multiple sensors are transmitted to a single processing node (central-level 

fusion). Here the data are processed to initiate new tracks and update estimates of 

existing tracks. Association occurs between each new set of sensor data and the 

central track file.  

                                                     

*
Example: Euclidean distance measure for a data vector of size k is given by 

2/1

1

2k

i
ii

zy .



101 

Chapter 4 

Classical Inference 

Classical inference is used to estimate the statistical characteristics of a large 

population when only a small representative random sample of the population 

can be obtained. An understanding of classical inference is essential for gaining 

an appreciation of its strengths and for how Bayesian inference and Dempster-

Shafer evidential theory each ameliorate some of its limitations.  

Statistical inference uses a number computed from the sample data to make 

inferences about an unknown number that describes the larger population. In this 

regard, a parameter is a number describing the population and a statistic is a 

number that can be computed from the sample data without using any unknown 

parameters. The theory discussed in this chapter is applicable when simple 

random samples can be gathered. A simple random sample of size n consists of n

units from the population chosen in such a way that every set of n units has an 

equal chance to be the sample actually selected.  

More elaborate sampling designs are often appropriate. For example, stratified 

random samples are used to restrict the random selection by dividing the 

population into groups of similar units called strata. Separate simple random 

samples are then selected from each stratum, as when sampling geographically 

dispersed populations. Block sample designs are another way to create a group of 

experimental units that are known before an experiment begins to be similar in 

some way that is expected to affect the response to the experiment. In a block 

design, the random assignment of units to treatments or some other influence is 

performed separately within each block. A third method of restricting random 

selection is to perform the selection in stages. This is often done when national 

samples of families, households, or individuals are required. For example, a 

multistage sample design for a population survey may be constructed as follows:  

Stage 1: gather a sample from the 3,000 counties in the United States;  

Stage 2: select a sample of townships within each of the counties chosen;  

Stage 3: select a sample of blocks within each chosen township;

Stage 4: gather a sample of households within each block.  

Additional information on creating and analyzing the results from these sample 

designs may be found in the references at the end of this chapter.1–7
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4.1 Estimating the statistics of a population 

The sample mean x  is an unbiased estimator of an unknown population mean 

if the samples are random and are representative of the entire population. In this 

case, the standard deviation of the sample mean is  

/
x

n , (4-1) 

where  is the standard deviation of the entire population and n is the sample 

size. The standard deviation of the sample mean is smaller than the standard 

deviation of the entire population since the standard deviation of the sample 

mean is obtained by dividing the standard deviation of the population by the 

square root of the number of observations in the sample.  

Figure 4.1 shows that if the random variables that characterize the population are 

normally distributed, then there is approximately a 68 percent probability that the 

sample mean is within ±1 standard deviations of the population mean, 

approximately a 95 percent probability that the sample mean is within ±2 

standard deviations of the population mean, and approximately a 99.7 percent 

probability that the sample mean is within ±3 standard deviations of the 

population mean.  

As an example of how to apply this information, suppose the mean score of a 

“standardization group” on an aptitude test is 500 and the standard deviation is 

100. The scale is maintained from year to year, but the mean in any year can be 

different than 500. We want to estimate the mean test score for more than 

250,000 students using a sample of test scores from 500 students. The test is 

given to a random sample of 500 students, who get a mean score of 461. What 

can we say about the mean score of the entire population of 250,000?  
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Figure 4.1 Interpretation of the standard deviation of the sample mean for a 

normal distribution. 
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Chapter 8 

Voting Logic Fusion 

Voting logic fusion overcomes many of the drawbacks associated with using 

single sensors or sensors that recognize signals based on only one signature 

generation phenomenology to detect targets in a hostile environment. For 

example, voting logic fusion provides protection against false alarms in high 

clutter backgrounds and decreases susceptibility to countermeasures that may 

mask a signature of a valid target or cause a weapon system to fire at a false 

target. Voting logic may be an appropriate data fusion technique to apply when a 

multiple sensor system is used to detect, classify, and track objects. Figure 8.1 

shows the strengths and weaknesses of combining sensor outputs in parallel, 

series, and in series/parallel. Generally, the parallel configuration provides good 

detection of targets with suppressed signatures because only one sensor in the 

suite is required to detect the target. The series configuration provides good 

rejection of false targets when the sensors respond to signals generated by 

different phenomena. The weaknesses of these configurations become apparent 

by reversing their advantages. The parallel is subject to false target detection and 

susceptibility to decoys, since one sensor may respond to a strong signal from a 

nontarget. The series arrangement requires signatures to be generated by all the 

phenomena encompassed by the sensors. Thus, the series configuration functions 

poorly when one or more of the expected signature phenomena is absent or weak, 

such as when a target signature is suppressed.

The series/parallel configuration supports a voting logic fusion process that 

incorporates the advantages of the parallel and series configurations. These are 

rejection of signatures from decoys, clutter, and other nontargets and detection of 

targets that have one or more of their signature domains suppressed. We will 

show that voting fusion (one of the feature-based inference fusion techniques for 

object classification) allows the sensors to automatically detect and classify 

objects to the extent of their knowledge. This process does not require explicit 

switching of sensors based on the quality of their inputs to the fusion processor or 

the real-time characteristics of the operating environment. The sensor outputs are 

always connected to the fusion logic, which is designed to incorporate all 

anticipated combinations of sensor knowledge. Auxiliary operating modes may 

be added to the automatic voting process to further optimize sensor system 

performance under some special conditions that are identified in advance. The 

special conditions may include countermeasures, inclement weather, or high-

clutter backgrounds, although the automatic voting may prove adequate in these 
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Figure 8.1 Attributes of series and parallel sensor output combinations. 

circumstances as well. Testing and simulation of system performance are needed 

to ascertain whether auxiliary modes are needed to meet performance goals and 

objectives.

Neyman-Pearson and Bayesian formulations of the distributed sensor detection 

problem for parallel, serial, and tree data fusion topologies are discussed by 

Viswanathan and Varshney.1 Liggins et al. describe Bayesian approaches for the 

fusion of information in centralized, hierarchical, and distributed sensor 

architectures used for target tracking.2

Voting logic fusion is illustrated in this chapter with a three-sensor system whose 

detection modes involve two or more sensors. Single sensor detection modes are 

not implemented in the first examples in order to illustrate how the voting logic 

process avoids the shortcomings of the parallel sensor output configuration. The 

last example does address the incorporation of single sensor detection modes into 

voting logic fusion when the system designer wishes to have these modes 

available. The sensors are assumed to operate using sensor-level fusion, where 

fully processed sensor data are sent to the fusion processor as target reports that 

contain the object detection or classification decision, associated confidence, and 

object location information.  
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In general, the fusion algorithm combines the target report data from all the 

sensors to assess the identity of the potential target, its track, and the immediacy 

of the threat. In the classification application discussed here, the Boolean 

algebra-based voting algorithm gives closed-form expressions for the multiple 

sensor system’s estimation of true target detection probability and false alarm 

probability. In order to correlate confidence levels with detection and false alarm 

probabilities, the characteristics of the sensor input signals (such as spatial 

frequency, bandwidth, and amplitude) and the features in the signal processing 

algorithms used for comparison with those of known targets must be well 

understood. The procedures for relating confidence levels to detection and false 

alarm probabilities are described in this chapter through application examples.  

8.1 Sensor target reports 

Detection information contained in the target reports reflects the degree to which 

the input signals processed by the sensor conform to or possess characteristics 

that match predetermined target features. The degree of conformance to target or 

object features is related to the “confidence“ with which the potential target or 

object of interest has been recognized. Selected features are a function of the 

target size, sensor operation (active or passive), and sensor design parameters 

such as center frequency, number and width of spectral bands, spatial resolution, 

receiver bandwidth, receiver sensitivity, and other parameters that were shown in 

Table 3.8, as well as the signal processing employed. Time domain processing, 

for example, may use features such as amplitude, pulse width, amplitude/width 

ratio, rise and fall times, and pulse repetition frequency. Frequency domain 

processing may use separation between spectral peaks, widths of spectral 

features, identification of periodic structures in the signal, and number of 

scattering centers producing a return signal greater than a clutter-adaptive 

running-average threshold.3 Multiple pixel, infrared radiometer or FLIR sensor 

imagery may employ target discriminants such as image-fill criteria where the 

number of pixels above some threshold is compared to the total number of pixels 

within the image boundaries, length/width ratio of the image (unnormalized or 

normalized to area or edge length), parallel and perpendicular line relationships, 

presence of arcs or circles or conic shapes in the image, central moments, center 

of gravity, asymmetry measures, and temperature gradients across object 

boundaries. Multispectral and hyperspectral sensors operating in the visible and 

infrared spectral bands may use color coefficients, apparent temperature, 

presence of specific spectral peaks or lines, and the spatial and time signatures of 

the detected objects. Target reports also contain information giving target or 

object location. The target can, of course, be generalized to include the 

recognition of decoys, jammers, regions of high clutter, and anything of interest 

that can be ascertained within the design attribute limits of the sensor hardware 

and signal processing algorithms. 


